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     It’s fall 2021, a sense of nor-
mality is being welcomed back 
into the world. Once again, 
companies are faced with 
focusing on reinventing their 
business model to accommo-
date today’s ‘new normal. 

     A recent study by HP Wolf 
Security has discovered that 
23% of employees would 
prefer to work from home, and 
16% would split their time be-
tween working from home or 
venturing into the office. 

    Over time, business own-
ers are becoming adaptive to 
this new lifestyle, encouraging 
employees to access informa-
tion and data through cloud-

based technologies. While this 
has increased productivity and 
morale, it is slowly becoming a 
‘ticking time bomb’ for a net-
work breach. 

     As companies evaluate the 
hybrid lifestyle, cybercriminals 
are steepling and waiting. A 
simple walk into the office and 
reconnecting to the network is 
exposing the company’s secu-
rity structure to bigger risks.  

    Hybrid workers could have 
unconsciously been subjected 
to malware, giving cyber thugs 
open access to not only per-
sonal information but company 
data.

Refine Cybersecurity policies:
By reminding employees only 
to use their devices in which 
they are given strictly for the 
purpose. 

According to Hp Wolf Secu-
rity:over ‘78% of WFH em-
ployees have blurred the lines 
between their personal and 
professional lives.’ For example, 
professional devices are now 
being used to access personal 
data, download movies and 
music, and use stay-at-home 
kids for school, whereas per-
sonal devices are downloading 
company data. 
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Is Sim swap-
ping next for 
Identity Theft?
What Is Sim Swapping?
   
 Sim Swapping is essentially the 
process in which Cybercriminals 
can now swap your Sim through 
your mobile provider. 

  By doing this, criminals are gain-
ing full access to your mobile de-
vices, gathering personal infor-
mation that will enable them to 
impersonate you not only to your 
friends and family but to your bank 
accounts.  

   This isn’t some in-depth scheme 
that will take months; it will take 
seconds for a cybercriminal to ac-
cess your personal information. 
However, these are the steps they 
take.

1. Phishing emails have been the 
leading cause of Sim Swap-
ping. Bad actors are send-
ing out emails imitating your 
provider, asking for personal 
information. The information 
needed to impersonate YOU. 

   
2. Next, they will call your wire-

less carrier, request a new 
sim, and gain access to your 
phone number. Those who 
use text messages as a form of 
two-factor authentication will 
be an easy target.   
  

3. Enabling them to reset pass-
words to your emails and bank 
accounts. Unfortunately, they 
have now locked you out of 
your accounts. 

     
     
     
     
     
     

     
Steps We Take To Prevent it:

Create A Strong Password
Whatever you do, do not have the 
same password across all plat-
forms. For sensitive accounts, cre-
ate stronger passwords with mul-
tiple characteristics.

Cautious on social media 
Refrain from putting personal in-
formation upon your social plat-
forms, such as your phone number, 
address, and birthday. 

Be suspicious
Do not open an email, click, or 
download if you suspect suspi-
cious activity. Most mobile provid-
ers and Banks will not ask for per-

Secure wi-fi access points:
Now, Professional equipment 
is network sharing, accessing 
both personal and company 
networks. Companies need 
toensure their employees have 
a secure wi-fi access point, 
preventing a back door option 
for cybercriminals. 

Here are a few tips for secur-
ing your employ ee’s WI-FI 
access points:
• Hidden network names 
• Stronger encryption and 

more complex passwords.
• Utilize a VPN
• Use a Firewall

Recognizing the types of 
Phishing 
Be suspicious when opening 
emails; inspect and ensure 
you know the sender. Phish-
ing emails are a scam that 
will highlight an element of 
urgency with the end goal of 
capturing personal informa-
tion. If employees of the hybrid 
lifestyle fall victim, it will affect 
your companies’ network by 
transferring malware and 
viruses over the internet con-
nections.   

 
 

    
Apply Zero trust Principles 
By simply remembering, 
“Never trust, always verify” 
will help prevent unauthorized 
access, contain breaches, 
and reduce the risks of an 
attack. Check out the follow-
ing blogs if you wish to know 
more information on Zero 
Trust. https://idealogical.com/
resources/blog/what-is-ze-
ro-day-vulnerability
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Idealogical Announcement: 
Meet the recruits 

Cybersecurity 
conversat ion 
webinar hosted 
by Idealogical 

On October 22nd, Idealogi-
cal hosted a live session on 
an open cybersecurity con-
versation, which focused 
on the topic of the evolution 
of cyber threats, how re-
porting incidents is a good 
thing, and understanding 
the world of cyber insur-
ance. 

The guest speaker Shawn 
Marshall is a detective of 
Toronto police, in charge of 
investigating cybercrime in 
the GTA, discusses the im-
portance of calling in a po-
tential cyberthreat. 

Next, Dario Battista and 
Michael McQuaid represent 
the insurance side of Cy-
bersecurity. 

Lastly, Andre Vittorio from 
Idealogical will cover the 
importance of Cybersecuri-
ty from the perspective of a 
small-medium business. 

If you missed the llive ses-
sion. Please click here 

Steven 
It all started with a computer 
that sparked young Steven’s 
fascination and curiosity in the 
world of Technology. Steven 
continued to nurture his cu-
riosity and became the go-to 
family tech guru amongst his 
friends and family. So if you 
can’t find steven hitting it up in 

ultimate frisbee, you may find him eating some fried chick-
en while perfecting his art in origami. 

Taylor
Taylor is our resource 
coodinator who helps run 
the show by organizing 
different areas behind the 
scenes. Taylor’s background 
ranges from being a high 
school mathematics teacher 
to a sales coordinator; some 
may say she’s resourceful. 

However, she believes, ‘Life is a learning journey, and true 
joy can be found through gaining knowledge.

Jonathan  
Jonathan started his jour-
ney in obtaining his degree 
in civil engineering; this 
is where he discovered 
his passion in becoming a 
Project Coordinator. What 
inspired him was his ability 

to remove communication and scheduling barriers that 
helped talented individuals reach their full potential.  On 
his days off, you will find Jonathan deep in the wizarding 
world of Harry Potter, saying ‘Wingardium Leviosa’ or 
being an advocate for gym life and healthy eating.


